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PART A - INTRODUCTION
1.1 Background

Identification of cancer at an early stage is critical for effective treatment and recovery. Registers for various cancer
types, including data from screening programs, help to identify prevalence and characteristics of people with and
without cancer. The effectiveness of cancer screening depends on program reach and there is a need and an
opportunity to improve the representativeness of individuals who participate in these screening programs in NSW.

There are common data gaps around demographic and socioeconomic factors in all stages of the cancer journey.
While these factors play important roles in health, they are often poorly captured by administrative health datasets.
The data linkage project covered by this Privacy Impact Assessment (PIA) will be important in providing additional
context, and a greater understanding of the importance of sociodemographic factors (e.g. age, education level,
income) on all stages of the cancer journey, from prevention through to survivorship or end-of-life. The results will be
used to inform the development of cancer prevention and management programs, with the overall aim of increasing
cancer screening participation, reducing cancer incidence, and improving the quality of care and outcomes for people
with cancer in NSW.

The Multi-Agency Data Integration Project (MADIP) is a partnership among Australian Government agencies to
combine information on healthcare, education, government payments, personal income tax, and population
demographics (including the Census) to create a comprehensive picture of Australia over time. The Australian Bureau
of Statistics (ABS) is the Accredited Integrating Authority for MADIP and, in collaboration with its partners, is

responsible for combining the data, providing access to authorised users via highly secure ABS systems, and
safeguarding privacy and confidentiality. Data custodians, or entities authorised by data custodians, share data with
the ABS for MADIP. The ABS does not release data from MADIP in a manner that is likely to identify any individual.
Further information on the MADIP asset and associated privacy can be found in the MADIP PIA Update.

In 2018, the ABS and Cancer Institute NSW (the Institute) commenced investigations into linking data from the
Institute to the MADIP asset.

The three Institute datasets proposed for linkage in this pilot project are:

Institute datasets Period from Period to No. records (approx.)
NSW Cancer Registry Jan 1972 December 2016* 1,222,609
BreastScreen NSW (Breast) Jan 1998 December 2016* 6,122,103

NSW Pap Test Registry (Pap) Jul 1996 June 2017 15,075,884

*or latest at time of data delivery

Information on each of these datasets can be found here. Appendix 6 provides a summary of the linking and analytical
variables of each Institute dataset.

As this is a pilot project, the linkage will be non-enduring, which means the analytical data will be available only for the
purposes of this project and will not be retained beyond the completion of the project (a minimum of five years and
subject to review of continuing need and subsequent approvals at that time). The minimum five-year period is in
accordance with National Health and Medical Council recommendations, and all MADIP data custodians involved in
the project have approved the project proposal which specifies this retention period. Once the linkage has taken
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place the linking variables will be deleted and only the analytical variables will remain in MADIP for the length of the
project.

A Memorandum of Understanding (MoU) between the ABS and CINSW exists for this project. The MOU outlines the
purpose of the project, the data that will be used, and who will be able to access the data.

This Privacy Impact Assessment (PIA) has been prepared by the ABS, with independent advice and review on the PIA
provided by external privacy adviser Privcore.

1.2 Purpose, scope and approach
The purpose of this PIA is to:

e consider the potential impacts the linkage will have on the privacy of individuals whose personal information will
be provided to the ABS and whose deidentified information will be made available to authorised researchers of
the Institute and ABS;

e identify privacy risk areas in relation to compliance with the Australian Privacy Principles (APPs), NSW Health
Privacy Principles (HPPs) and community expectations; and

e identify, assess, and where appropriate recommend, options for managing negative privacy impacts to improve
compliance and make suggestions in line with privacy best practice.

The approach taken to produce this PIA follows the Office of the Australian Information Commissioner’s (OAIC’s)
Guide to undertaking privacy impact assessments.

The PIA describes the data and information flows in the linkage and the current infrastructure and governance
arrangements that determine how the data will be managed.

The PIA’s scope includes linkage of the three Institute datasets described in section 1.1 to MADIP. Linkage of MADIP
datasets is not in scope of this PIA, as this is covered in the MADIP PIA Update.

The Institute has provided detailed information to demonstrate compliance with the HPPs, which has greatly aided
the ABS in completing this PIA.

1.3 Legislation and applicable privacy principles

The integration of the Institute data with MADIP is being undertaken by the ABS, as the Accredited Integrating
Authority for MADIP. The ABS, as a Commonwealth organisation, must comply with the Privacy Act 1988 (Cth),
including the Australian Privacy Principles (APPs). Compliance for the ABS is assessed against the APPs, the outcomes
of which are detailed in Appendix 1.

The Institute has advised that all Institute data were collected in accordance with the Health Privacy Principles (HPPs),
which are contained in the Health Records & Information Privacy Act 2002 (NSW) and relevant NSW legislation at the
time. Aspects of the HPPs that are relevant to the linkage of Institute data to MADIP are addressed in this PIA.

Since the time the Institute data were collected, responsibility for the BreastScreen and Pap Test datasets has
transferred from State to Commonwealth level (in 2019 and 2017 respectively).
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Institute data will be brought into the ABS under the Census and Statistics Act 1905 (the Act). Subsection 9.1 of the
Act provides the ABS with the legislative authority to collect data for linkage; this is the basis on which Institute
datasets will be collected and received by the ABS.

9 Statistical information to be collected

(1) The Statistician:

(a) may from time to time collect such statistical information in relation to the matters prescribed
for the purposes of this section as he or she considers appropriate; and

(b) shall, if the Minister so directs by legislative instrument, collect such statistical information in
relation to the matters so prescribed as is specified in the instrument.

While “statistical information’ is not defined in the Act, the ABS considers this term to mean information that is used in
the creation or compilation of statistics.

Federal privacy laws, including the APPs, are considered and adhered to when conducting research that involves
Institute datasets linked to Commonwealth datasets.

1.4 Methodology and project governance

The management of data in this linkage project takes place under a number of formal arrangements between the
Institute and the ABS as the Accredited Integrating Authority. These arrangements are documented in a

Memorandum of Understanding (MoU) and Letter of Exchange, which clarify the understanding and responsibilities
for each organisation.

The Letter of Exchange is a formal request for provision of the data in the linking and analytical files and includes
provision for secure transfer of data and confidentiality requirements.

The MoU provides an overview of the project and arrangements for both parties (e.g. responsibilities, data which the
Institute will provide, data which the ABS will link and how, governance to be undertaken, and legislation which covers
the transfer of data). In September 2019, the ABS and the Institute signed an MoU for the project to be undertaken.
This MOU will be superseded by a 3-year MOU from 2020-2023. Subsequent MOUs will be negotiated as they expire.

Both organisations also undertook their own governance work for the project.

The ABS completed this PIA and gained approval for the linkage to take place through:
e the ABS’ internal governance process, using a Data Integration Plan to meet the ABS’ Accredited Integrating
Authority responsibilities and ensure the project is of benefit to the public; and
e coordinating research project proposals, which required approvals from custodians of the MADIP data.

Access to data is provided using the Five Safes Framework. Further information on these processes and MADIP
governance can be found in the MADIP PIA Update.

This PIA covers privacy aspects associated with this project, in accordance with the Commonwealth Statistical Data

Integration Risk Assessment guidelines. Under these guidelines, the sensitive nature of health data increases risk to a

medium/high level, making this PIA particularly important. The PIA also draws on governance processes undertaken
by the Institute.

The ABS decision to undertake the PIA internally with external review by Privcore is consistent with current best
practice, the ABS’ internal governance evaluation processes and OAIC’s Guide to undertaking privacy impact
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assessments. The PIA has been reviewed by relevant areas within the ABS, including the Data Integration Division and
Policy and Legislation section.

The Institute’s data is managed in accordance with their governance arrangements which are set out in its Data
Governance Policy, as well as the Institute’s Privacy Policy, which includes specific reference to the BreastScreen NSW
privacy policy.

Governance processes undertaken by the Institute for linkage projects include seeking approval from two Human
Research Ethics Committees:

e Approval from the NSW Population and Health Services Research Ethics Committee (PHSREC) is a
requirement for all Institute research projects that use NSW Ministry of Health or Cancer Institute of NSW
datasets. The committee undertakes scientific and ethical review of population health and/or public health
research to ensure that the research is scientifically valid, and is conducted in a manner that is in line with the
Health Privacy Principles. Members of PHSREC include experts in research and professional/clinical care, lay
members, legal, pastoral and NSW Ministry of Health representatives.

e All Institute research projects that involve Aboriginal and/or Torres Strait Islander participants, such as this
project, also require approval from the Aboriginal Health and Medical Research Council of NSW Human
Research Ethics Committee (AH&MRC). This committee ensures that the research takes the needs and
perspectives of Aboriginal and Torres Strait Islander people into account. Members include Aboriginal
Community Controlled Health Services led by their respective Aboriginal Communities.

At the time of publishing this PIA, provisional approval from the PHSREC Committee has been received; finalisation of
this PIA is one outstanding item for final approval.

Further approvals from the NSW Ministry of Health and Centre for Health Record Linkage (CHeRel) will be obtained as
these are needed before the data are provided by CHeRel to the ABS for linkage. These should be fairly smooth as the
Institute, CHeReL and ABS have worked closely together to ensure Governance requirements have been met.

A list of documents consulted, including legislation and other PlAs, can be found at Appendix 10.

1.5 Addressing community expectations

Addressing community expectations, privacy risks and their implications is an important component of a PIA.

While the collection, use or disclosure of personal information may be authorised by legislation, this may not
necessarily mean that it meets community expectations. A key privacy right for individuals is to be aware of how
personal information about them is being used. As an example, community attitudes about what constitutes an
invasion of privacy may differ from those covered by law. Hence a PIA is more than a Privacy Principle (APPs or HPPs)
compliance check. It also has regard to community attitudes and expectations regarding the project’s privacy
implications and inherent risks. This is important in the building and maintenance of public trust.

The OAIC’s Community Attitudes to Privacy Survey 2020 is a good indication of expectations held by those whose
privacy may be impacted by the project. This source reported that privacy is a major concern for 70% of Australians,
and almost 9 in 10 want more choice and control over their personal information. Misuse of information which
doesn’t seem relevant to the collection purpose is another primary concern. In this project the ABS applies several
security controls, as detailed throughout Sections 2 and 3, to mitigate these concerns.
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People who have, or have previously had, cancer have an increased risk of identification as part of this linkage project.
This is particularly the case for women, older people, those with unique characteristics or high-profile people included
in the Institute datasets. The Institute has advised however that 58% of people on the Cancer Registry are deceased,
which greatly reduces the overall risk of the identification of an individual in the community from this dataset. The
percentage of records in the BreastScreen NSW and NSW Pap Test Register relating to deceased people is more
difficult to determine, as these registers are not routinely linked to death registrations; however it is likely that the
percentage would be lower than that seen for the NSW Cancer Registry, as cancer screening programs are aimed at
people who have not yet developed cancer, and these programs are targeted at younger age groups.

Public trust is critical to the ABS’ reputation and willingness of individuals to participate in ABS and Government
projects. Important steps in building public trust in the project include:

e Transparency (such as listing the project on the ABS Data Integration Project Register)
e Demonstrating that public benefits from the linkage will outweigh potential privacy risks; and
e Explaining how privacy risks will be mitigated (through this PIA).

A key finding of community consultation for the MADIP PIA Update was:

the importance of communicating the benefits of data integration to help the community understand MADIP
and how it is used. Suggestions to achieve this included publishing more outputs and case studies, especially
those demonstrating a tangible public benefit that has resulted from the use of integrated data.

Use of statistical information is central to making evidence based policy decisions, which lead to better outcomes for
the community. Linking datasets helps create a richer information base, and maximise use of data collected.

The linkage of Institute data to MADIP is a prime example where such results will lead to community benefit through
reducing cancer incidence, and improving the quality and care of outcomes for people with cancer.

A direct community consultation process was not undertaken for this PIA. The reason for this is that community
attitudes have been adequately covered in several other processes including:

e  The MADIP PIA Update, which included community consultation

e Approvals through two ethics committees, which are representative of community expectations

e All data custodians, representing their community stakeholders, involved in the project have approved the
MADIP project proposal.

The stakeholders consulted for the project are outlined in Appendix 11.
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PART B — DATA OVERVIEW AND INFORMATION FLOWS

This project will use the MADIP system of governance and data infrastructure to ensure the secure integration of a
broad set of person-centred Institute data for statistical and research purposes. MADIP is an enduring, longitudinal,
multi-topic integrated data asset, which allows for the integration of datasets for specific projects that do not become
part of the enduring asset (such as this one).

Records from the three Institute datasets will be linked to the Person Linkage Spinel,which facilitates linkage with all
MADIP datasets. More information on the MADIP asset is available on the ABS Website.

The data sharing model is centred on the ABS as the Accredited Integrating Authority for the project. The three
Institute datasets will be linked together by NSW Health’s Centre for Health Record Linkage (CHeRel), and an extract
with the linked and unlinked records (total of around 22 million records) will be provided to the ABS. The ABS will link
the CheRel data extract to the Spine, then assemble analytical MADIP microdata, and provide secure access to the
microdata for authorised Institute and ABS researchers undertaking approved projects. The ABS does not share
MADIP microdata outside of the ABS environment. This data linkage model is shown in Figure 1 below.

! The Person Linkage Spine is the central linking of identifiers for data held within MADIP. Linkage variables are
encrypted and are sourced from Medicare, social security and tax information.
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Figure 1: A data overview — incorporating the Institute, Spine and other MADIP datasets.
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2.1 Personal information

The Institute and MADIP data include personal information such as name, address, and date of birth. This information
is used to build the Spine and to link analytical variables to the Spine. The direct identifiers (personal information) in
the Spine are encrypted. Direct identifiers, raw and encrypted, are stored separately from analytical variables at all
times in accordance with the separation principle and are not available to researchers. The information available from

the analytical variables may, in some circumstances, be considered personal information even when it is separated
from direct identifiers as it may enable the re-identification of an individual (e.g. through the combination of data
items). Access to personal information in the MADIP asset is strictly controlled and limited to a small team of ABS
staff.

The ABS use the Privacy Act 1988 (Cth) definition of personal information, which states that:

personal information means information or an opinion about an identified individual, or an individual
who is reasonably identifiable (referenced here).

The Institute use the definition in the NSW Health Records and Information Privacy Act (HRIPA) 2002, which states
that:
personal information means information or an opinion (including information or an opinion forming part of a
database and whether or not recorded in a material form) about an individual whose identity is apparent or
can reasonably be ascertained from the information or opinion.

There is a scope difference between the two definitions. While all deceased persons are outside the scope of the
Privacy Act 1988 (Cth), the NSW Health Records and Information Privacy Act 2002 includes those who have died in the
last 30 years. Regardless of scope, the ABS practices ensure that all data for this project are kept in a secure
environment and access to this data is strictly controlled.

The MADIP asset also includes ‘sensitive data’ (i.e. data that contains information that fits into the categories of
sensitive information defined in the Privacy Act 1988 (Cth) even when the data does not include personal
information). This includes:

e Health information;

e  Ethnicity and racial background;
e Indigenous status?;

e Religious affiliation; and

e  Sexuality>.

2 Indigenous status is not a category of sensitive information in the Privacy Act 1988 (Cth) but is considered a type of
personal information about ethnicity and racial background.

3 Information on sexuality is not directly available in the MADIP asset, but it could be inferred through other
information such as marital status.
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The ABS implements additional principles for managing sensitive data items; these are particularly appropriate in this
case given the sensitive nature of the Institute data. They are as follows:

e Data sharing is minimised so that only data that are necessary for the purposes of the project are shared and
used in the MADIP asset.

e Categorised or derived indicators for sensitive data items are used where this is feasible unless sensitive data
items in their original form are required for statistical or analytical purposes.

e  Project proposals require specific justification for requesting sensitive data items (including level of detail
requested).

e Sensitive data are destroyed where there is no compelling business case for retention, or by agreement
between the ABS and relevant data custodians.

Regardless of whether the data contains personal information or not, the ABS treats all MADIP data in the ABS
environment with standards appropriate for personal information.

Section 2.2 provides more detail on the flow of information through the linkage process.
Personal information collected by the Institute and relevant Privacy legislation
The Institute collects data in accordance with the Health Privacy Principles outlined in the NSW Health Records and

Information Privacy Act 2002 (the NSW Act). These principles apply to ‘health information” which is defined in the
NSW Act as:

(a) personal information that is information or an opinion about:
(i) the physical or mental health or a disability (at any time) of an individual, or
(i) an individual’s express wishes about the future provision of health services to him or her, or
(iii) a health service provided, or to be provided, to an individual, or

(b) other personal information collected to provide, or in providing, a health service, or

(c) other personal information about an individual collected in connection with the donation, or intended
donation, of an individual’s body parts, organs or body substances, or

(d) other personal information that is genetic information about an individual arising from a health service
provided to the individual in a form that is or could be predictive of the health (at any time) of the
individual or of a genetic relative of the individual, or

(e) healthcare identifiers, but does not include health information, or a class of health information or health
information contained in a class of documents, that is prescribed as exempt health information for the
purposes of this Act generally or for the purposes of specified provisions of this Act.

2.2 Information flows

As mentioned above, CHeReL will prepare a data extract representing all 22 million Institute data records from the 3
Institute datasets for provision to the ABS. Obtaining the full linked dataset (including both linked and unlinked
records), rather than a sample or subset, allows for the broad objectives outlined above to be met. It will also enable
analysis of the relationship between sociodemographic factors and cancer incidences. There is a risk that if a sample
or subset of data is used an insufficient number of people would be included in the analyses, particularly for rare
cancer diseases or for population subgroups with small numbers of members. Using data from the range of data
periods will allow understandings of the long-lasting impacts of cancer on an individual’s life to be explored and
developed.
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Procedures to process, assemble and release the Institute data will be consistent with those for MADIP data. Further
information can be found in the MADIP PIA Update.

The separation principle and secure data environment

Data integration for this project will be undertaken in accordance with the separation principle, which means that

directly identifying variables are not held together with analytical variables. The ABS implements the separation
principle through a ‘functional separation’ approach. Functional separation is a collection of access controls and
procedures to restrict and regulate access to data. It involves use of the following discrete “functional roles’:

e Librarian: Prepares, standardises, and anonymises identifying data used for linkage. Typically the linkage data
are composed of variables relating to name, address, date of birth, and sex or gender.

e Linker: Links datasets using anonymised linkage data.
e Assembler: Uses the linkage results to create linked analytical data.
e Analyst: Analyses the linked analytical datasets.

The two key tenets of functional separation are that an individual may never occupy more than one functional role at
any given time, and that data passes progressively through the functions.

All Librarian, Linker, and Assembler activity occurs in an isolated secure IT environment — the Secure Data Integration
Infrastructure (SDII). This environment has no external connectivity (i.e. no email, internet, etc.) so information cannot
be copied to other systems or datasets. Baseline security clearance is required to obtain access to the SDII. Each
functional role has separate access-controlled data holdings within the SDII.

Data collection and preparation

When the Institute data is supplied to the Librarian team for linkage to the MADIP asset, the linkage and analytical
variables will be provided as separate files in accordance with best practice.

The files will be provided by CHeRel on behalf of the Institute and loaded into the ABS IT environment, through online
secure file transfer portals to the ABS Secure Drop Box, and securely transferred into the Secure Data Integration
Environment. Linkage data will be transferred to the Librarian holdings and analytical data are transferred to the
Assembler holdings.

The linkage variables will be prepared by the Librarian and Linker teams and used to link to the Spine. The analytical
file will go to the assembler team and be combined with analytical data from MADIP. Once the linkage has taken place
linking variables will be deleted.

Librarian staff will clean, repair, standardise and anonymise linkage data before securely transferring it to Linker staff.
Names will be cleaned to match those in master name indexes and standardised so that variations are grouped into a
common name (e.g. Jess, Jessie to Jessica); this helps ensure consistency between data and maximise linkage rates.
Date of birth and sex or gender will also be converted into standard formats.
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Access to the deidentified integrated data will be provided to authorised researchers for approved projects in the ABS
Datalab. The ABS applies the separation principle at all stages of the data integration processes to minimise handling
of personal information. (See discussion under section 3.11)

Figure 2 shows how the Institute data will flow through the ABS environment.

Three Cancer Made into one Extract

datasets from linked extract |eud provided to MADIP DATA CUSTODIANS
Institute by CHeRel ABS

/ ABS environment \ e \
MADIP datasets

Secure Data Integration Infrastructure

—

Prepare Assemble
e
\ Output vetting /

Outéut

Librarians also geocode addresses to an Address Register ID (ARID), as well as Mesh Blocks and higher geocodes from
the Australian Statistical Geography Standard (ASGS). An ARID is an identifier representing a unique Australian
address. Librarians anonymise ARIDs before transferring them to Linkers so that their corresponding address cannot
be looked up on the Address Register.

Data linkage

The Person Linkage Spine (Spine) is the central linking of identifiers for data held within MADIP. Linkage variables are
encrypted and are sourced from Medicare, social security and tax information. The ABS linkage team will link the
anonymised Institute linkage data to the Spine. This will produce a ‘linkage results file’, which, like the Spine, is simply
a concordance or map between the IDs on the Spine and the new linked dataset. No data used to perform the linkage
is included on the results file. This data flow can be seen on the left side of Figure 1.

Data assembly

Following linkage, the Spine IDs and the linkage results will be securely transferred to the Assembler holdings.
Personal identifiers are not transferred as part of this process. The Assembly team uses the transferred information to
bring analytical variables from different datasets together into an Assembled Analytical File. This is conducted in line
with conditions of use set by data custodians. Additional checks are applied to ensure that the IDs on the Assembled
Analytical File are replaced with analytical IDs before it is transferred out of the SDIl and made available to approved
analysts through the ABS Datalab. Analytical variables are also checked to ensure that any data that could create a
credible risk of data users spontaneously recognising individuals are detected and treated to mitigate the risk before
the information is released for analysis.
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Data access

The ABS provides access to the Microdata to authorised researchers in the highly secure ABS Datalab. The Datalab is
the ABS’ data analysis solution for high-end users to undertake interactive (real-time) complex analysis of microdata.
The ABS manages access to integrated data by using the Five Safes Framework — an internationally recognised
approach to managing disclosure risk summarised in Figure 3. Access to integrated data in the Datalab will be
available to analysts, subject to ABS and data custodian approval. For this project, only approved researchers from the
Institute and ABS will have access to the analytical data in Datalab.

Resources such as the Responsible Use of Microdata Guide and Datalab safe researcher training outline the process

and limitations of using Microdata. Information on researcher access and conditions is covered in the MADIP PIA
Update.

Figure 3 — The Five Safes Framework

@ Safe people Is the researcher authorised to access and use the data
appropriately?

@ Safe projects Is the data to be used for an appropriate purpose?

) Does the access environment prevent unauthorised
@ Safe settings
use?
@ Safe data Has appropriate and sufficient protection been applied
to the data?

@ Safe output Are the statistical results non-disclosive? (.\

Oy

Releasing outputs

The ABS checks all data outputs produced by researchers in the Datalab, and only aggregated information can leave
the Datalab.

All outputs are vetted and if necessary treated by specialised ABS staff. This process controls the risk of individuals
being reidentified through aggregate outputs, such as through unusual combinations of data items. The output vetting
process assumes that the outputs will be publicly released, even if that is not the researcher’s intention.

Third party requests for data

The ABS is unable to respond to law enforcement requests or the provision of data under Freedom of Information
(FOI) requests. Under the Census and Statistics Act 1905, the ABS cannot release information in a manner likely to
enable the identification of individuals and organisations. ABS and seconded officers are legally bound to uphold the
confidentiality of MADIP information.
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PART C - PRIVACY IMPACT AND PRIVACY PRINCIPLE
ASSESSMENT

This section analyses how the Institute data linked to the MADIP asset will impact privacy, based on the Australian
Privacy Principles and NSW Health Privacy Principles.

3.1 Openness and transparency
ABS openness

The ABS Privacy Policy for Statistical Information outlines how personal information is collected and handled by the

Bureau. The policy specifically references use of personal information for data integration:

We use your personal information only to perform our work under the Census and Statistics Act 1905 and the
Australian Bureau of Statistics Act 1975. This can include combining your information with other sources of
data to help policy makers and researchers gain a better understanding of Australia. This is known as data
integration. This often helps reduce the number of questions you need to answer when completing a survey.

The ABS also has privacy statements that guide how the ABS handles personal information for specific projects.
Treatment of personal information in this project will take place in accordance with the MADIP Privacy Policy.

Both these policies meet the requirements of privacy policies outlined in APP 1.4:

1.4 Without limiting subclause 1.3, the APP privacy policy of the APP entity must contain the following
information:

(a) the kinds of personal information that the entity collects and holds;

(b) how the entity collects and holds personal information;

(c) the purposes for which the entity collects, holds, uses and discloses personal information;

(d) how an individual may access personal information about the individual that is held by the entity
and seek the correction of such information;

(e) how an individual may complain about a breach of the Australian Privacy Principles, or a registered
APP code (if any) that binds the entity, and how the entity will deal with such a complaint;

(f) whether the entity is likely to disclose personal information to overseas recipients;

(g) if the entity is likely to disclose personal information to overseas recipients—the countries in which
such recipients are likely to be located if it is practicable to specify those countries in the policy.

To promote transparency, the ABS’ Data Integration Project Register details all approved MADIP projects, including
this project.

3.2 Anonymity and pseudonymity

Use of identifying data for this project is compliant with the requirements of privacy principles and relevant
legislation.

As set out in the MADIP PIA Update, APP 2 is not relevant to the day to day operation of MADIP. Some limited
anonymity is provided in relation to general browsing of the ABS website and accessing information resources related
to MADIP. The ABS also provides the ability in some surveys for anonymity. Otherwise, data in MADIP and the data
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used in this project, is covered by the exception to anonymity and pseudonymity requirements provided under APP
2.2(b):

Two identified exceptions under APP 2.2 state that an APP entity is not required to provide those options where:
e the entity is required or authorised by Australian law or a court or tribunal order to deal with identified
individuals (a), or

e jtisimpracticable for the entity to deal with individuals who have not identified themselves (b).

3.3 Collection of solicited personal information
Collection of data for this project meets the requirements of the privacy principles and relevant legislation.
Data collected by the ABS

ABS processes meet the requirements of APP 3, which describe the collection of solicited personal information.
APP 3.3 states that:

An APP entity must not collect sensitive information about an individual unless:
(a) the individual consents to the collection of the information and:
(i) if the entity is an agency—the information is reasonably necessary for, or directly related to, one or
more of the entity’s functions or activities; or
(i) if the entity is an organisation—the information is reasonably necessary for one or more of the
entity’s functions or activities; or
(b) subclause 3.4 applies in relation to the information.

Subclause 3.4 (a) states that an APP entity may collect sensitive information about an individual where:

the collection of the information is required or authorised by or under an Australian law or a court/tribunal
The ABS is authorised to collect, compile, analyse, and publish statistics under the Australian Bureau of Statistics Act
1975 and the Census and Statistics Act 1905. In particular, the ABS is authorised by these laws to undertake surveys
and the Census, to collect information from other government entities, to link Census data and other information, to
produce statistics for analysis, and to publish statistical outputs. The ABS also complies with the Privacy Act 1988 (Cth)
and handles personal information in accordance with the Australian Privacy Principles. Data collected by the ABS and

used for MADIP are protected by the secrecy provisions of the Census and Statistics Act 1905.

As the collection of sensitive information is authorised under an Australian law the ABS is compliant with APP 3.3(b)
and 3.4(a). This authority is also relevant to APP 3.5 which states that:

an APP entity must collect personal information only by lawful and fair means.

The Institute's disclosure to the ABS of its data sets is compliant with the Health Records and Information Privacy Act
2002 (NSW) (see discussion in section 3.6). As such ABS' collection of the data sets is by lawful and fair means.
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APP 3.6 covers the fact that the ABS is not collecting personal information directly from individuals. In order to collect
personal information collected by the Institute, the ABS relies on the impracticability of collecting data directly from
individuals under APP 3.6 (b):

3.6 An APP entity must collect personal information about an individual only from the individual unless:
(b) it is unreasonable or impracticable to do so.

As the Accredited Integrating Authority, the ABS’ collection of personal information for MADIP occurs via data that are
directly collected by data custodians or entities authorised by data custodians and then disclosed to the ABS. The ABS
follows OAIC guidelines and takes a broad interpretation of the term ‘collection’ for APP 3, and applies it to data
disclosed to the ABS for MADIP.

Further information on how APP 3 relates to MADIP can be found in the MADIP PIA Update.

3.4 Dealing with unsolicited personal information

The dealing with unsolicited personal information for this project meets the requirements of the privacy principles
and relevant legislation.

The data that will be acquired by the ABS in this project has been collected using predefined fields to minimize the
receipt of unsolicited personal information.

The process for dealing with unsolicited information if received in this project will follow recommendations and
suggestions from the MADIP PIA Update, and in accordance with APP 4.

3.5 Notification of the collection of personal information
Data collected by the ABS

This project meets the requirements of the privacy principles and relevant legislation with regards to notification of
the collection of personal information.

The following recommendations are made to increase transparency about the collection and use of data for MADIP, in
line with best practice.

1. The ABS will advocate with entities responsible for collection notices to enhance transparency about their
disclosure of personal information to the ABS for MADIP by taking reasonable steps to update notices or
otherwise make individuals aware of data disclosure and use.

2. The ABS will continue to increase transparency about the collection and use of data, including personal
information, for MADIP in online materials.

The MADIP PIA Update outlines the ABS compliance to APP 5 as per the ABS' role as a data custodian and an
Accredited Integrating Authority.

The ABS cannot update the collection notices of other entities that have data in MADIP, though it can request entities,
such as the Institute, to review and if required update their practices prior to data integration projects commencing. It
is not reasonable for the ABS to directly notify, such as through a letter, each individual who provides information for
these collections. Instead, the ABS relies on the collection notices of the entities that share data with the ABS for the
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use in the MADIP asset, other steps these entities may take to notify individuals, and other steps the ABS takes to
build awareness of the collection and use of personal information in the MADIP asset. However, the sharing of data to
the ABS by data custodians for MADIP only occurs where authorised delegates from each party have approved the
sharing of the data. This is managed through the data sharing arrangements and governance documentation for
MADIP.

A key privacy right for individuals is to be notified of what personal information is being collected about them, and to
whom it will be disclosed amongst other aspects enumerated in APP 5.

APP 5.1 requires that the ABS takes reasonable steps to notify or ensure an individual is made aware of certain
matters:

5.1 At or before the time or, if that is not practicable, as soon as practicable after, an APP entity
collects personal information about an individual, the entity must take such steps (if any) as are
reasonable in the circumstances:

(a) to notify the individual of such matters referred to in subclause 5.2 as are reasonable in the
circumstances; or
(b) to otherwise ensure that the individual is aware of any such matters.

Matters that are to be notified are covered in APP 5.2 and include:

(i) the APP entity collects the personal information from someone other than the individual
(APP 5.2 (b) (i);
(ii) if the collection of the personal information is required or authorised by or under an

Australian law or a court/tribunal order — the fact that the collection is so required or
authorised (including the name of the Australian law, or details of the court/tribunal
order, that requires or authorises the collection) (APP 5.2 (c));

(iii) the purposes for which the APP entity collects the personal information (APP 5.2 (d));

(iv) the main consequences (if any) for the individual if all or some of the personal information
is not collected by the APP entity (APP 5.2 (e));
(v) any other APP entity, body or person, or the types of any other APP entities, bodies or

persons, to which the APP entity usually discloses personal information of the kind
collected by the entity (APP 5.2 (f)).

In the case of this project, individuals may be aware that their information is being used by the Institute, but not
necessarily for broader research purposes such as being collected by the ABS for statistical purposes including data
integration activities and disclosed to authorised researchers.

The ABS will raise public awareness about the Project by including it on the MADIP Project Register.

As outlined in section 3.1, the ABS Privacy Policies reference use and disclosure of personal information for data

integration.
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Data collected by the Institute

The Institute has advised it is compliant with HPP 4.1, which relates to Individuals being made aware of how their
personal information may be used. The HPP states:

(1) An organisation that collects health information about an individual from the individual must, at or before
the time that it collects the information (or if that is not practicable, as soon as practicable after that
time), take steps that are reasonable in the circumstances to ensure that the individual is aware of the
following—

(a) the identity of the organisation and how to contact it,

(b) the fact that the individual is able to request access to the information,
(c) the purposes for which the information is collected,

(d) the persons to whom (or the types of persons to whom) the organisation usually discloses information
of that kind,

(e) any law that requires the particular information to be collected,

(f) the main consequences (if any) for the individual if all or part of the information is not provided.

The Institute takes reasonable steps to notify participants, in compliance with HPP 4.1. Participants in all three
Institute datasets are advised that data will be used for research purposes through the Privacy Leaflet for Patients. The

leaflet document provides most of the information outlined under HPP 4.1.
In relation to HPP 4.1 (d) above, the following are some of the disclosure cases outlined:

to State and Commonwealth government agencies for statutory reporting purposes, such as to report
infectious diseases, cancer and other notifiable diseases, to report births and deaths, and to provide Medicare
details to researchers for public interest research projects as approved by a Human Research Ethics
Committee

While research purposes are addressed, there is a risk that participants may not be aware that this could entail data
being provided to other organisations such as the ABS. Provision of data to State or Commonwealth government
agencies for statutory reporting purposes is covered, but other purposes such as research via data integration are not.

To address the above concerns, it is recommended that the ABS advocates with entities responsible for collection
notices to enhance transparency about their disclosure of personal information to the ABS for MADIP by taking
reasonable steps to update notices or otherwise make individuals aware of data disclosure and use. The
incorporation of data integration as a data use would help address community expectations of how their data may be
used.

The following sections provide a summary of the specific notifications given for each of the Institute datasets, in
addition to the Privacy Leaflet for Patients:

BreastScreen NSW

Prior to a breast screening appointment, or at the time of the appointment, individuals are provided with a fact sheet
that notifies them about the personal and health data collected by the program.

Women attending screening services offered by BreastScreen NSW provide informed consent for data collection prior
to participating in screening. The consent form mentions that de-identified screening records will be used to
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contribute to breast cancer research and that BreastScreen data is routinely matched to other relevant databases
(such as the NSW Cancer Registry).

There is an inconsistency between information provided in the Privacy Leaflet for Patients and the consent
information received by Breast Screen participants (these documents can be found in Appendices 7 and 9). While the
Privacy Leaflet states that the law allows personal information to be disclosed to third parties in certain situations,
such as the usage cases outlined above, the Breast Screen consent form states the following, which precludes the
research use outlined above without consent:

Unless required by law, your consent will always be obtained before your personal information is provided to
any third parties outside of BreastScreen NSW.

This may cause confusion within the community about the disclosure of BreastScreen data outside of the NSW Health
ecosystem.

Detailed information on privacy of BreastScreen data is publicly available on the Cancer Institute NSW Privacy website.

NSW Pap Test Register

The NSW Pap Test Register is a statutory collection under the NSW Public Health Act 2010. Information such as a fact
sheet (see Appendix 8) is provided to women when a cervical screening test is performed. This fact sheet and a letter
sent to women after their results have been received states that the information they provided can only be disclosed
to them or:

e  [their] Health Practitioner;
e the laboratory that processed the test;
e ethically approved cervical cancer research projects, (such as this project).

The information contained in the Pap Test Register is collected by pathology laboratories as part of routine patient
care. Informed consent is sought from the clinician collecting the pathology sample for the test to be conducted, and
the clinician may include a discussion on the collection and use of data as part of this process.

Detailed information is publicly available on the National Cancer Screening Register website. A Questions and Answers

page is also publicly available.

NSW Cancer Registry

The NSW Cancer Registry is a statutory collection under the NSW Public Health Act 2010. Information on the NSW
Cancer Registry is provided to patients by the treating clinician at the time of cancer diagnosis and notifies them about
the purpose of these data collections.

The information contained in this dataset is collected by mandatory notifiers from hospitals, pathology laboratories,
radiotherapy and medical oncology departments, as part of routine patient care. Informed consent is sought from the
clinician for clinical care to be provided, and the clinician may include a discussion on the collection and use of data as
part of this process.

Detailed information on the NSW Cancer Registry is available here.

For all three datasets described above, the Institute has advised it is not reasonable to advise every person in their
datasets that data is being used for this linkage project. It is worth noting that the Institute data has been collected
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over a period of 45 years; use of the data has changed substantially over this time; and integration projects such as
this have only become a data use in recent years. In addition to the patient leaflet and consent forms mentioned
above, the Institute has information available on its website about the NSW Cancer Registry, about cancer screening
services, and about its privacy practices generally, including how people may seek access to the health information
held about themselves. Making this information available publicly are examples of reasonable steps the Institute takes
to reassure compliance with this Privacy Principle.

3.6 Use or disclosure of personal information

This project meets the requirements of the privacy principles and relevant legislation with regards to use or disclosure
of personal information.

Data collected by the ABS

ABS is collecting personal information from the Institute under section 9.1 of the Census and Statistics Act 1905, and is
using and disclosing it for the primary purpose it was collected. That is, to prepare an integrated data asset which
enables the pilot project assessing demographic and socioeconomic factors relating to cancer and cancer screening.
The personal information will not be used or disclosed for any other (secondary) purpose. This is consistent with APP
6.1, which states:

6.1 If an APP entity holds personal information about an individual that was collected for a particular purpose
(the primary purpose), the entity must not use or disclose the information for another purpose (the
secondary purpose) unless:

(a) the individual has consented to the use or disclosure of the information; or
(b) subclause 6.2 or 6.3 applies in relation to the use or disclosure of the information.

Data collected by the Institute

Institute disclosure of all three Institute datasets to the ABS for use in this data integration project is from the
Institute’s point of view a secondary purpose of their data collection. This disclosure of the data for a secondary
purpose is authorised under the Health Records & Information Privacy Act 2002 (NSW). In particular, HPP 11.1 (f)
authorises the disclosure of Institute data for:

research or the compilation or analysis of statistics in the public interest where the use or disclosure is in
accordance with Statutory guidelines issued by the NSW Privacy Commissioner.

These Statutory guidelines are consistent with and mirror the guidelines developed by the National Health and
Medical Research Council (NHMRC) under sections 95 and 95A of the Privacy Act 1988 (Cth). Research requiring use or
disclosure of personal health information will need to be considered by a Human Research Ethics Committee.

The Institute will not provide the data to the ABS for this project unless and until such ethics committee approvals are
granted.

On this basis it is considered that there is a low privacy risk in relation to the disclosure of personal information for
this project.

A key privacy right for individuals is to be aware of how personal information about them is being used. While
disclosure of this information to the ABS may be authorised under law, this usage may not be expected by the
community. This was discussed more fully in section 3.5 where a recommendation was made for the ABS to advocate
for and improve awareness of how data owned by other custodians may be used or disclosed.

Page | 19 '



PRIVACY IMPACT ASSESSMENT .

Using linked data to investigate the role of sociodemographic factors
in people with cancer in New South Wales

Al

Australian
Bureau of
Statistics

3.7 Direct marketing

The ABS does not use or disclose personal information for direct marketing purposes. APP 7 does not generally apply
to agencies apart from some prescribed agencies (who engage in particular activities of a commercial nature). The ABS
is not a prescribed agency and therefore APP 7 does not apply in general to MADIP or this project.

3.8 Cross-border disclosure of personal information

Data collected by the ABS

This project meets the requirements of the privacy principles and relevant legislation with regards to cross-border
disclosure of personal information.

Cross border data transfers are not currently relevant to MADIP or this project. Data is not transferred or accessed
outside of Australia for MADIP. The ABS and its secure ICT environment used for MADIP is fully located in Australia
and data custodians (and authorised entities) that disclose personal information to the ABS for MADIP are also located
in Australia.

International researchers can apply for access to MADIP data if they are based in Australia, and if approved, the same
access provisions apply as if the researcher were Australian.

Data collected by the Institute
The Institute has advised it meets the requirements of HPP 14, in particular HPP 14(h) which states that

An organisation must not transfer health information about an individual to any person or body who is in a
jurisdiction outside New South Wales or to a Commonwealth agency unless—

(h) the transfer is permitted or required by an Act (including an Act of the Commonwealth) or any other law.

As the data are being collected by the ABS under the Census and Statistics Act 1905 this HPP is satisfied.

3.9 Adoption use or disclosure of government related identifiers

Data collected by the ABS

This data linking project does not adopt, use or disclose government identifiers.

3.10 Quality of personal information

Data collected by the ABS

This project meets the requirements of the privacy principles and relevant legislation with regards to quality of
personal information, in particular the expectations defined in APP 10.

The ABS primarily relies on the MADIP data custodians to provide accurate and up to date personal information. For
this data integration project, the ABS is relying on the Institute to provide accurate and up to date personal
information available from the cancer datasets.

The MADIP PIA Update provides more information about APP 10 for MADIP.
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Other data linkage projects undertaken by the ABS have attained a high level of accuracy and data quality; a similar
result is expected with this linkage project. Use of the linked data for research purposes is contingent on a high quality
data linkage, based on accurate information being available.

3.11 Security of personal information

Security processes at the ABS

This project meets the requirements of the privacy principles and relevant legislation with regards to security of
personal information, in particular the expectations defined in APP 11.

All personal information collected by the ABS is protected in accordance with the Australian Government Protective

Security Policy Framework and with the Australian Government records management requirements.

When no longer required, personal information is destroyed or deleted according to the Administrative Functions
Disposal Authority. This is covered in the ABS’ internal data retention policy.

ABS staff members undertaking a linkage project cannot see all the information together at any point of the data
integration process. This is known as Functional Separation and means:

o Names and addresses are separated from other analytical information prior to integration

e Identifiable information is de-identified in the linkage process (e.g. through encoding) prior to analytical
datasets being assembled

e Analytical data provided to researchers does not contain directly identifiable information.

For this project, the files will be provided by CHeReL on behalf of the Institute and loaded into the ABS IT
environment, through online secure file transfer portals to the ABS Secure Drop Box, and securely transferred into the
Secure Data Integration Environment. The linkage will then proceed in accordance with the ABS data integration
procedures described in section 2.2.

Data is unidentified in the linkage process, prior to analytical datasets being assembled for use by researchers. The
ABS also only retains personal identifiers as long as a business need exists.

Appendix 6 lists the linking and analytical variables to be provided by the Institute. Once the linkage has taken place
the linking variables will be deleted and only the analytical variables will remain in MADIP, thereby further reducing
privacy risks.

The linked dataset will not be retained beyond the completion of this project (a minimum of five years and subject to
review and approval at that time). This is in accordance with National Health and Medical Research Council
recommendations, and all MADIP data custodians involved in the project have approved the project proposal with this
retention period. This period will allow for analyses to be conducted, publications to be prepared and published,
feedback on these publications to be addressed, and further analyses using these data to be planned and conducted.

The ABS adheres to strong security protocols, such as functional separation of linkage data from other variables,
storage of data in a secure environment which requires two separate logins and two factor authentication, and
implementation of the Five Safes Framework.

This project complies with the internal ABS data retention policy which ensures that the retention of information is
managed in line with the Census and Statistics Act 1905, Archives Act 1983, and Privacy Act 1988 (Cth).

The MADIP PIA Update provides more information about the security of personal information in MADIP.
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Security processes at the Institute
The Institute has advised its security processes are compliant with those outlined under HPP 5.

The Institute adheres to strong security protocols, such as functional separation of linkage data from other variables,
storage of data in a secure environment which requires two separate logins and two factor authentication, and
implementation of the Five Safes Framework.

Process in case of a data breach

The ABS process to be followed in the case of a data breach is consistent with the Notifiable Data Breaches Scheme.

In the event that an alleged incident involving MADIP data requires escalation, ABS governance processes require it to
be reported immediately to relevant data custodians, ABS ICT Security, the ABS Privacy Team, and MADIP senior
executive staff. The ABS Data Linkage Centre (DLC) is equipped with an Incident Response Manual, which broadly
follows the steps outlined in the OIAC Data Breach Preparation and Response guide.

If a breach occurred as part of research with Institute data it would be reported to the Data Governance team at the
Institute, PHSREC, and the AH&MRC Ethics Committee. The research team would be guided by these groups in terms
of immediately managing the breach and implementing mitigation methods to prevent any additional breaches from
occurring.

3.12 Access to personal information

Data collected by the ABS

This project meets the requirements of the privacy principles and relevant legislation with regards to access to
personal information, in particular the expectations defined in APP 12.

The ABS has a general exemption to access requests to personal information used to construct and maintain the
MADIP asset. For further details see the MADIP PIA Update.

3.13 Correction of personal information

Data collected by the ABS

This project meets the requirements of the privacy principles and relevant legislation with regards to correction of
personal information, in particular the expectations defined in APP 13.

The ABS has policies and procedures in place for complaints and the correction of inaccurate data. For details please
see the MADIP PIA Update. The MADIP Privacy Policy provides information about requests to correct personal
information. In accordance with this policy, the ABS will not be in a position to correct the personal information
received from the Institute.
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PART D — CONCLUSION

The assessment undertaken in this PIA indicates that measures to be undertaken for this project are appropriate, and
that the ABS and Institute are compliant with privacy requirements. Some risks have been identified, particularly in
relation to notification that personal information collected will be used and disclosed for data linkage, and
recommendations have been suggested to address the concerns.

The PIA Response, which accompanies this PIA, outlines the ABS response to the recommendations made in this PIA,
and progress which has already been made towards them.

The ABS will report on the implementation of these recommendations within one year of publication of this PIA.
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PART E — APPENDICES

Appendix 1 — Australian Privacy Principle compliance summary

The following table provides a summary of APP compliance for linkage of the Institute data to the MADIP asset. A

detailed discussion of each APP can be found in Part C of the report.

APP Compliance
APP 1 — Openness and transparency Compliant
APP 2 — Anonymity and pseudonymity Compliant
APP 3 — Collection of solicited personal information Compliant
APP 4 — Dealing with unsolicited personal information Compliant
APP 5 — Notification Compliant

Recommendations:

1. The ABS will advocate with entities responsible for collection notices to enhance

transparency about their disclosure of personal information to the ABS for MADIP by

taking reasonable steps to update notices or otherwise make individuals aware of data

disclosure and use.

2. The ABS will continue to increase transparency about the collection and use of data,

including personal information, for MADIP in online materials.

APP 6 — Use or disclosure of personal information
APP 7 — Direct marketing

APP 8 — Cross border disclosure

APP 9 — Government related identifiers

APP 10 — Quality of personal information

APP 11 — Security

APP 12 — Access to personal information

APP 13 — Correction of personal information
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Appendix 2 — Acronyms

Acronym Term
ABS Australian Bureau of Statistics
APP Australian Privacy Principle

CHeReL NSW Health Centre for Health Record Linkage

DIP Data Integration Plan

HPP NSW Health Privacy Principles (from Health Records & Information Privacy Act 2002 (NSW))
HREC NSW Human Research Ethics Committee

MADIP Multi-Agency Data Integration Project

MOuU Memorandum of Understanding

NHMRC National Health and Medical Research Council

OAIC Office of the Australian Information Commissioner
PIA Privacy Impact Assessment

SDII Secure Data Integration Infrastructure

the Cancer Institute NSW

Institute
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Appendix 3 — Glossary

Term

Description

Accredited Integrating
Authority

An agency authorised to undertake high-risk data linkage projects involving Commonwealth data
for statistical and research purposes.

Administrative data

Data maintained by governments and other entities, including data used for registrations,
transactions, and record keeping, usually during the delivery of a service.

Australian Privacy
Principles

Principles contained in the Privacy Act 1988 (Cth) that regulate the way personal information is
collected, stored, accessed, used and disclosed.

Data custodian

The agency that collects or generates data for any purpose, and is accountable and responsible
for the governance of that data.

Data minimisation

The principle of only authorising the collection, sharing and using data that is reasonably
necessary for a permitted purpose.

De-identified data

Personal information is de-identified ‘if the information is no longer about an identifiable
individual or an individual who is reasonably identifiable’ (section 6(1) of the Privacy Act).

(De-identified data is different to unidentified data - see the meaning of unidentified data.)

Direct identifier

Information which, by itself, is able to identify an individual, organisation, or other entity.

Five Safes Framework

An internationally recognised approach to managing disclosure risk — each ‘safe’ refers to an
independent but related aspect of disclosure risk.

Functional separation

A collection of access controls and procedures to restrict and regulate access to data. Staff are
allocated different roles so that no one has the ability to access the identifying details of an
individual at the same time as accessing other information about that individual or business.

Interoperability

The ability of data integration systems to exchange and make use of existing linkage results.

Memorandum of
Understanding

An agreement between two parties for data to be provided and used for a specific purpose.

Microdata

Data in a unit record file that provides detailed information about people, households,
businesses or other types of records.

Personal information

As defined in section 6(1) of the Privacy Act 1988 (Cth).

Person linkage Spine

The Person Linkage Spine is the central linking of identifiers for data held within MADIP. Linkage
variables are encrypted and are sourced from Medicare, social security and tax information.

Privacy Impact
Assessment

A systematic assessment of a project that identifies the impact that it might have on the privacy
of individuals, and sets out recommendations for managing, minimising, or eliminating that
impact.

Sensitive data

Data that would be considered sensitive information under the Privacy Act 1988 (Cth) if the data
included personal information

Sensitive information

As defined in section 6(1) of the Privacy Act 1988 (Cth).

Separation principle

No individual can access both the identifying information used for linkage, such as name,
address and date of birth, together with the analytical information which does not contain direct
identifiers.

Unidentified data

Data is considered ‘unidentified’ when direct identifiers such as name and address are removed
or altered into an unidentifiable form. Further confidentialisation or safeguards (such as access
controlled through the Five Safes Framework) are often required for the data to be considered
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Appendix 4 — Summary of the Australian Privacy Principles (APPs)

Principle | Title Purpose
APP 1 Open and transparent management of | Ensures that APP entities manage personal information in an open
personal information and transparent way. This includes having a clearly expressed and
up to date APP privacy policy.

APP 2 Anonymity and pseudonymity Requires APP entities to give individuals the option of not
identifying themselves, or of using a pseudonym. Limited
exceptions apply.

APP 3 Collection of solicited personal Outlines when an APP entity can collect personal information that is

information solicited. It applies higher standards to the collection of sensitive
information.

APP 4 Dealing with unsolicited personal Outlines how APP entities must deal with unsolicited personal

information information.

APP 5 Notification of the collection of Outlines when and in what circumstances an APP entity that

personal information collects personal information must tell an individual about certain
matters.

APP 6 Use or disclosure of personal Outlines the circumstances in which an APP entity may use or

information disclose personal information that it holds.

APP 7 Direct marketing An organisation may only use or disclose personal information
for direct marketing purposes if certain conditions are met.

APP 8 Cross-border disclosure of personal Outlines the steps an APP entity must take to protect personal

information information before it is disclosed overseas.

APP 9 Adoption, use or disclosure of Outlines the limited circumstances when an organisation may adopt

government related identifiers a government related identifier of an individual as its own
identifier, or use or disclose a government related identifier of an
individual.

APP 10 Quality of personal information An APP entity must take reasonable steps to ensure the personal
information it collects is accurate, up to date and complete. An
entity must also take reasonable steps to ensure the personal
information it uses or discloses is accurate, up to date, complete
and relevant, having regard to the purpose of the use or disclosure.

APP 11 Security of personal information An APP entity must take reasonable steps to protect personal
information it holds from misuse, interference and loss, and from
unauthorised access, modification or disclosure. An entity has
obligations to destroy or de-identify personal information in certain
circumstances.

APP 12 Access to personal information Outlines an APP entity’s obligations when an individual requests to
be given access to personal information held about them by the
entity. This includes a requirement to provide access unless a
specific exception applies.

APP 13 Correction of personal information Outlines an APP entity’s obligations in relation to correcting the
personal information it holds about individuals.

Source: Office of the Australian Information Commissioner, Australian Privacy Principles Quick Reference.

The Australian Privacy Principles are detailed in Schedule 1 of the Privacy Act 1998 (Cth).
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https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-6-app-6-use-or-disclosure-of-personal-information/
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-7-app-7-direct-marketing/
https://www.oaic.gov.au/privacy/your-privacy-rights/advertising-and-marketing/direct-marketing/
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-8-app-8-cross-border-disclosure-of-personal-information/
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-9-app-9-adoption-use-or-disclosure-of-government-related-identifiers/
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/use-and-disclosure-of-personal-information/
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-10-app-10-quality-of-personal-information/
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-11-app-11-security-of-personal-information/
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-12-app-12-access-to-personal-information/
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/access-your-personal-information/
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-13-app-13-correction-of-personal-information/
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/correct-your-personal-information/
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/correct-your-personal-information/
https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-quick-reference/
https://www.legislation.gov.au/details/c2014c00076
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Appendix 5 - Summary of the NSW Health Privacy Principles (HPPs)

Collection

Lawful An agency or organisation can only collect your health information for a lawful purpose. It must also be
directly related to the agency or organisation’s activities and necessary for that purpose.

Relevant An agency or organisation must ensure that your health information is relevant, accurate, up-to-date and
not excessive. The collection should not unreasonably intrude into your personal affairs.

Direct An agency or organisation must collect your health information directly from you, unless it is
unreasonable or impracticable to do so.

Open An agency or organisation must inform you of why your health information is being collected, what will
be done with it and who else might access it. You must also be told how you can access and correct your
health information, and any consequences if you decide not to provide it.

Storage

Secure An agency or organisation must store your personal information securely, keep it no longer than

necessary and dispose of it appropriately. It should also be protected from unauthorised access, use or
disclosure.

Access and accuracy

Transparent | An agency or organisation must provide you with details regarding the health information they are
storing, why they are storing it and what rights you have to access it.

Accessible An agency or organisation must allow you to access your health information without unreasonable delay
or expense.

Correct Allows a person to update, correct or amend their personal information where necessary.

Accurate Ensures that the health information is relevant and accurate before being used.

Use

Limited An agency or organisation can only use your health information for the purpose for which it was

collected or a directly related purpose that you would expect (unless one of the exemptions in HPP 10
applies). Otherwise separate consent is required.

Limited An agency or organisation can only disclose your health information for the purpose for which it was
collected or a directly related purpose that you would expect (unless one of the exemptions in HPP 11
applies). Otherwise separate consent is required.

Identifiers and anonymity

Not An agency or organisation can only give you an identification number if it is reasonably necessary to carry
identified out their functions efficiently.

Anonymous | Give the person the option of receiving services from you anonymously, where this is lawful and
practicable.

Transferrals and linkage

Controlled Only transfer health information outside New South Wales in accordance with HPP 14.

Authorised Only use health records linkage systems if the person has provided or expressed their consent.

Source: NSW Information and Privacy Commission, HPPs explained for members of the public

The Health Privacy Principles are detailed in Schedule 1 of the Health Records and Information Privacy Act 2002
NSW).
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Appendix 6 — Linking and analytical variables

Linking variables to be provided for all datasets

e Full name

e Name history (five most recent records)

e Address

e Address history (five most recent records)

o  Sex
e Date of birth

e Estimated year of birth (based on age for those with missing date of birth)

Analytical variables to be provided

NSW Cancer Registry

Demographic data elements

Gender

Country of birth

Aboriginal and Torres Strait
Islander status

Year of birth

Month of birth

Date of birth validity code
Cancer diagnosis data elements
Year of diagnosis

Month of diagnosis

Day of diagnosis

Date of diagnosis validity code
Age at diagnosis
Cancer type

Clinical cancer group
Topography code (ICD-O-3)
Topography code (ICD-10-AM)

Morphology code (ICD-0O-3)

Behaviour code

Best basis of diagnosis

Degree of spread at diagnosis
Laterality

Breslow thickness of melanoma /
Size of breast cancer

Morphology code 4 digit (ICD-0O-3)

Number of primary sites

Registry derived-stage (STaR)
Registry derived staging basis (STaR)

Mortality data elements

Year of death

Month of death

Day of death

Age at death

Cause of death cancer type
Cause of death clinical cancer group
Cause of death topography code
(ICD-0-3)

Cause of death topography code
(ICD-10-AM)

Place of death group
Geographical data elements (based
on residence at diagnosis)

LGA 2006 (ASGC)

SLA 2006 (ASGC)

Remoteness 2006 (ASGC)
Socioeconomic position — IRSD
quintiles (ASGC)

LGA 2016 (ASGS)

SA2 2016 (ASGS)

SA3 2016 (ASGS)

SA4 2016 (ASGS)

GCCSA 2016 (ASGS)

Remoteness (ASGC, ASGS)

Remoteness calculation method
Socioeconomic position - IRSAD deciles
(ASGC, ASGS)

Socioeconomic position - IRSAD quintiles
(ASGC, ASGS)

Socioeconomic position — IRSD deciles
(ASGC, ASGS)

Socioeconomic position — IRSD quintiles
(ASGC, ASGS)

Socioeconomic position calculation
method

Local health district

Primary health network

Episode of care data elements

Data source type

Episode modality

Episode start date
Episode end date
Facility name

Local health district of Facility
Degree of spread at episode
TNM staging group

TNM edition

TNM staging basis

TNM staging timing

TNM staging date

MDT date

Performance status (ECOG)
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BreastScreen NSW

Client Segment
Date of Birth (Year, Month)

Postcode of usual residence

Main language other than English
spoken at home

Indigenous status

Family history of breast cancer
Family history of breast cancer—
relationship

Family history of breast cancer—age
at diagnosis

Family history of breast cancer—
laterality

Previous history of breast cancer
Previous history of breast cancer—
year

Round number

Symptom status

Screening Visit Segment
Appointment Booking Date

Date of first attendance for this
episode
Recommendation—screening

Assessment Visit Segment

Date of first attendance for
assessment

Percutaneous needle biopsy
performed

Percutaneous needle biopsy guidance
method

Percutaneous needle biopsy result
Final result of assessment visit

Recommendation—assessment

Assessment visit—date

Local Excision of Lesion Segment

Local excision performed
Date excision performed

Marking method

Lesion removal

Local excision result

Date of definitive diagnosis

Recommendation—definitive

Histopathology Segment

Reason for histopathology

Date of diagnosis of interval cancer

Histopathology of non-malignant
lesions

Histopathology of Malignant Lesions
Size of tumour

Histological grade

Primary Treatment Segment

Nature of primary treatment
Date of commencement of treatment
Side of malignancy

Surgical treatment
Radiotherapy
Chemotherapy
Metastasis—distant

Death Segment

Date of Death
Underlying cause of death

Pap Test Registry

Date of Birth (Year, Month)
Age at Test

Residential Postcode at time of test
Cervical Test Data

Date of Test/Test Request Date
Cervical Test Type (Cytology,
Histology or HPV DNA)

Overall Cytology Result
Cytology Type code

Cytology Site code
Cytology Squamous Cell code
Cytology Endocervical code

Cytology Other/non-cervical code

Cytology Recommendation code

Overall Histology Result

Histology Codes (up to 10 SNOMED
International codes)

HPV Test Type code

HPV Test Result code

HPV Sampling Method code

Page | 30

h 4




A

Australian
Bureau of
Statistics

PRIVACY IMPACT ASSESSMENT

Using linked data to investigate the role of sociodemographic factors

in people with cancer in New South Wales

Appendix 7 — CINSW Privacy Information for Patients leaflet
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Security of your health information

‘We follow strict government standards
regarding the secure storage of your health
information in all forrmats. We regularly enhance
and audit our systems in order to protect your
information from unauthorised access, loss or
other misuse.

MNSW public health services hold health
information in paper records, on local electronic
rmedical record systemns and the NSW
HealtheMet.

HealtheMet is a secure state-wide electronic
record used by the NSW public health service.
HealtheMet contains a surmmary of your health
information, for example, your discharge
surnmaries, pathology and diagnostic test
results and medication information.

If you attend a public health service anywhere
in NSW, in most cases this summary information
will be available to your treating clinical staff via
HealtheMet.

My Health Record

My Health Record is Australia’s national digital
health record system. All Australians have a
My Health Record, unless you choose not to
have one.

If you have attended a MNSW public health
service, a summary of your health information
will be sent to your My Health Record. NSW
public health staff may also view, and send
information to, your My Health Record.

If you have a My Health Record, but do not wish
for your information from a particular doctor's
appointment or hospital visit to be included in
your My Health Record, you must inform the
health provider at the beginning of your visit.
For further information about My Health
Record, telephone 1800 723 471, or go to:
www.myhealthrecord. govau

[

NSW Health

GOVERNMENT

Contact us

If you have questions or a complaint about the
privacy of your health information, please contact
the Privacy Contact Officer at the NSW Health
agency which holds your health information.

Please go to: www.health.nsw.gov.au/patients,
privacy/Pages/privacy-contact.aspx

Translating and Interpreting service

If you reguire assistance with contacting the
above services or require translation, please call
the Translating and Interpreting Service (TIS)
on 13 14 50,

For a privacy information leaflet in other
languages, visit the Multicultural Health
Communication Service at:

www rnihcs health nsw.gov.au

Privacy
Leaflet for
Patients

How we protect your
health information

Ak

NSW | Health
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Collection of your health information

To provide you with appropriate treatment, we
may collect a range of health information about
you. This may include information about your
health, your pathology and diagnostic test results,
¥-ray and other imaging, and informaticn about
your medication.

W collect health information directly from you
wheraver possible. If this is not possitle, or in an
emergency, we may refer to your previous health
records, other health care providers and your My
Health Record.

W may also need to collect information from a
family member, friend, carer or other person such
as an interpreter who can help us to provide you
with appropriate health care.

Use or disclosure of your health
Information

Your health information may be used by the NSW
public health service, or disclosed cutside the
health service, to enable appropriate care and
treatment to be provided to you.

For example, your information rmay be used ar
disclosed as follows:

to other health services, hospitals or medical
specialists imvolved in your health care.

to your nominated GP, including information
provided with your discharge referral
documents.

to the Ambulance Service of NSW.

to My Health Record.

to contact you at home regarding follow-up
appointments.

o your carer to assist with your care.

o contact you for feedback on the services you
hawve received.

to pastoral care workers, including hospital
chaplains, providing spiritual and pastoral care.

to other health services and authorised third
parties to help prevent a serious and imminent
threat to someone’s life, health or welfare, such
a5 in an emergency.

for purposes relating to organ or tissue
donation. This may include next of kin contact
details.

for operational and management activities,
including funding, planning, safety and guality
improvement.

to investigate a complaint or incident.

to manage a legal action or claim brought by
the patient against the health service.

If you do not wish for us to collect, use or
disclose certain infermation about you, you will
need to tell us and we will discuss with you any
consequences this may have for your health care.

The law also allows or reguires your health
information to be disclosed to other third parties,
for example:

+ to State and Commonwealth government
agencies for statutory reporting purpaoses, such
as o report infectious diseases, cancer and
other notifiable diseases, to report births and
deaths, and to provide Medicare details.

to researchers for public interest research
projects as approved by a Human Research
Ethics Committes.

to other health services or law enforcement
agencies, such as the police, if you provide us
with information relating to a seriocus crime,
including serious assault, domestic violence or
child abuse.

to students and other staff for training purposes.

» to other agencies where the information
relates to the safety, welfare or wellbeing of a
child or young person.

+ to comply with a subpoena or search warrant
if your health infarmation is required as
evidence in court.

MNational Disability Insurance Scheme

If you, or somecne on your behalf, provide us
with a copy of your NDIS Plan or other NDIS
documents, we may use or disclose this
information for purposes related to your health
care and social services. This may include
sharing information with other government
agencies, private sector or non-government
organisations to help health and non-health
services meet your needs.

Access to your information

You are entitled to request access to your
health informaticn held by us. Normally you
will be asked to apply for access in writing and
provide identification. You may be charged

a fea if you request copies of your health
record. We respond to requests for access to
information as soon as possible, and in most
cases no later than 28 days.

Access to your information may be declined

in special circumstances, such as where giving
access would put you or another perscn at risk
of mental or physical harm.

If you believe the information we hold about
you is incorrect or an error has been made,
please let us know and we will correct it or add
a notation to your health record.

Requests for access to your health record
should be addressed either to the Medical
Records Department or to the manager of the
health service facility you attended.
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Appendix 8 — NSW Pap Test Register leaflet

Where can | have a Pap Test?

Please Note: The NSW Pap Test Register does
not make appointments.

Most women have their Pap test taken by a general
practitioner: Some women prefer to attend a community

health service or a women's health centre, where Pap tests .
are wsually taken by specally trained Women's Health Nurses. NSW Pap TeSt Reg|5ter
To find somewhere to have your Pap test please visit F e
our online provider directory at Www.csp.nsw.gov.au or We're Here to Help
ring the NSW Pap Test Register Information Line on How to contact the Register

1800 671 693 (free call in NSW).
Mait NSW Pap Test Register

What should | do if | change my name or address? Locked Bag 9014
Alexandra NSW 1435

Please inform the Register if you change your name or
address so that you can receive follow-up or reminder P 1800 671 693 (free call withn NSW)

letters when required. (02) B374 5692
Fax  (02) 8374 5695

To update your details on the Register:
Email nswpaptestficancerinstitute org.au

* Visit our website and submit your request online. Web: www.csp.nsw.gov.au
» Complete and send the “Change of Name or Address

Advice” slip on the back of the Pap Test Register envelope.
+ Send an email to nswpaptest@cancerinstitute.org.au.
* Ring the Information Line on 1800 671 693 (free call in NSW)
« Post your request to the Register.

Additional cancer screening and prevention information
can be found at www.cancerinstitute orgau

Sometimes the Register may update your information
To enable us to contact you when necessary the Register
may check your address details with the NSW Electoral Roll
andRr Medicare to ensure we have the correct information
— for example when letters we send you are returned,

The NSW Pap

Test Register

values your privacy

Remember - We're here to help

The Regster operates a free call information Line on
1800 671 693 which you can call between 9:00am and

5:00pm Monday to Friday if you require further information

about the Register or have any questions.

If you would like this information in your own language, The Cancer Institute NSW is responsble for the management & cancer
please call the Translating & Interpreting Service (TIS) on of the NSW Pap Test Register which is a key component of the " x NSW Lg&vtltute
13 14 50 between 9:00am and 500pm Monday to Friday. NSW Cervical Screening Program. Pap Test Register SOMRENT:
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The NSW Pap Test Register:
We're Here to Help

What is the NSW Pap Test Register?

The NSW Pap Test Register is a secure and confidential
database of women's Pap tests and related follow-up test
results. The Register was established by the NSW Public Health
Act 1991 and commenced operation in July 1996,

The Regster is key to the NSW Cervical Screening Program
which aims to reduce the incidence of, and mortality from
preventable cervical cancer:

The Register provides a fofiow-up and reminder service to
encourage women to have regular Pap Tests.

The NSW Pap Test Register is operated by the Cancer Institute
NSW as part of the Commonwealth and State funded NSW
Cervical Screening Program.

How can we help?

The Register is a health safety net that can help you by:

* sending you a reminder letter if you are overdue for your
next Pap test;

* working with your health practitioner to make sure you
have had follow-up care if you have an abnormal test result;

* keeping a history of your results to provide information to
help both the laboratory znalysing your Pap test and your
heaith practitioner;

¢ assisting in the gathening of nformation that will help
improve our understanding of cervical cancer and
its treatment.

All women aged 18 to 69 who have ever had sex
are advised to have a Pap test every two years -

even # you have had the Human Papilloma Virus
(HPV) vaconation

The Choice Is Yours

Being included on the Regster & voluntary, aimost |00%

of all women who have a Pap test are on the Register:

If you do not want your name and address to be included
on the Regster, tell your health practitioner at the
time of your test and ask them to mark your test clearly
“not for Pap Test Register”.

When you have a Pap test, cervical biopsy or HPV DNA test,
your information will automatically be sent to the Register by
the laboratory processing your test.

You will be sent a ‘Welcome' letter the first time the
Regsster receives your personal details so that you know that
you have joined the Register:

You can withdraw your details from the Register at any time
by writing to the Register. Your name and address will then
be removed. However, your date of birth and test resuits will
remain on the Register to assist in monitoring and evaluating
the Cervical Screening Program.

If you choose not to participate in the Register you will not be
sent a reminder letter when you are overdue for a test. Also,

your test histories will not be available to assist the laboratory
in analysing any new cervical test

What information is recorded on the Register?

* Your name, address, ethnicity, and date of birth;

* Details of the health practitioner who took the test:

* The date of the test and the name of the laboratory that
processed it;

» The results of Pap tests, cervical histology tests or HPV
DNA tests.

* Your HPV vaccination status.

Please contact the

Regrster if you wish

to access any of your

information recorded
on the Register.

A Pap smear every two years ¢

most common form of cervical cancer in up to
90% of cases and i the best protection against
cervical cancer:

Are my results kept confidential?

Yes. The Regsster will ensure that all your information is only
disclosed to you or:

= your Health Practitioner;
» the laboratory that processed the test;
*» ethically approved cervical cancer research projects;

in accordance with the NSW Public Health Act 2010 and the
NSW Heaith Records and Information Privacy Act 2002

Why should | have a Pap Test?

A Pap test can detect early cell changes in the cervix long
before you would notice any symptoms. Most of these
changes are not cancer, but may lead to cancer later on, if
they continue to progress. These changes can be monitored
or treated before cancer has a chance to develop.

Who should have a Pap Test?

All women aged |8 to 69 who have ever had sex are advised
to have a Pap test every two years or as recommended by
your health practitioner - even if you have had the Human
PapilomaVirus (HPV) vaccination.

Please remember that a Pap test is a screening test, and may
fail to detect abnormalities in a small number of women.

If you have symptoms, such as unusual bleeding or discharge,
see your health practitioner as soon as possible, even if your
last Pap test was normal.
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Appendix 9 — NSW Breast Cancer consent form
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BINDING MARGIN - NO WRITING

HHEESE M1TE

Consent for Screening Mammogram

Please read the information below and overleaf before signing the consent statement and bring

this with you to your appointment.
If you have any questions pleass ask one of the staff before signing it.

General Information

BreestScreen NSW is part of & nationa programn, BreastScreen
Fustralia, which is joirtly funded by the Feders end state and
tarritory govermrmenits. The BreastScrean MEW Coordination
Urit is managed by the Cancer Institute NSW end has oversight
of the programn in M3W. Screening rmammograms and any
other clinical procedures required for & disgrosis, are delivensd
by Screening and Assessment Services which are loceted in

gl matropolitan and rurd regions end ere menaged within the
MNEW Locel Health Districts.

What should | do bafore my appointment?
= You should weer & skirt or trousers and a top rather than e
dress as you will need to undress from the waist up for the
MEMMmogram
# Flease do mot wear deodorant, telcum powdar of creams
on the dey of your mammogram

= Complets the registration forrn end bring it to your
Bppointrment

= |f your lest rrammogrern wes not et BreestScresn NSW,
pleese bring ery images [breast sreye] with you when you
corme for your appaintment.

What will happen at BreastScreen NSW?

Your eppointrment will take about 20 minutes. The recaptionist
will collect your forms end explain the ecreening process to
you. The farnale rediographer will take you into the sray room.
She will lead you to a private area where you can undress from
thi waist up.

Corimg your mermmagram the rediographer will take et leest
twwo wreys of each breast. Your breast will be firmby compresssd
for about 10 seconds whils the =rey image is taken. This
cormpreasion mey be uncomifortable, but is only for a brisf time.
If you fiesl any discornfort, tell your radiographer. You can stop
the mammogrem &t ey tirme.

Is it safe?

Az with ery sray, 3 very low emount of radietion is needed
wiien teking 8 mammogram. Research shows the bensfits
of having & mermmiogram to find the breest cemcar sarly far
outweigh ery poasible risks from radistion. Cccasionally the

sion can result in breest tendermess or bruising but
this does not last for very long.

How will | get miy results?

At least two specidly trained doctors will independeanthy
reed your wrey images. You will receive the results of
your mammaogram in writing within 2 weeka, With your
parmission, the results will eso be ssnt to your doctor,

How often should | have a screening mammogram?
If wou ere eged BO-74, regular screening is impartent end we
recormmend screaning every two years. If you hewve a farmily
history of breast cancer or have previously had breast cancer
or other breest dsesse, BroestSereen NSW wil essess how
fraguantly you should be screensd.

Can every breast cancer be found?

Arnammogram is the beat wey of detecting cancer early, but
like other screening tests, is not 100% acouretes.

Mot gl cancers will b= detected through screening. Some
cancers carmot bie SEEn on & Mammaogram or can develop
during the time between rmammograms . There is also & srmall
chanca that a cancer could be missed an & mammogram.

Muoat breast cancers fourd through BreastScresn NSW
weoldd grow and be life-threatening if not treated. However,
somme breest cencers that ere found and trested may not

heve become lile-threatening. At this time, it is not possible
to tell emacty which breest cancars are life-threatening and
which breest cencers mey not be. More infarmation about
mermmagraphic screening for women can be found on the
EreestSeresn NSW website in the "BreastScresen and You”
brochure.

As wall a5 heving a regular scresning mMarmmogram every 2
wears, it is impaortant you get to know the normal kook and feal
of your breasts. If you find & breast change that is unusual for
you, wee recornmend that you do mot visit BreastScoreen NEW,
but see your doctor without deley.

Information Privacy

What information does BreastScreen NSW need and
how s it used?

Your privecy is important to BreastScresn MEW. The information
collected enables us to provide you with & high quality
screaning servica . We are commitbed to protecting your privecy
erd enswuring thet your inforrmation is securs end safe at all
timas.

In secordance with the Hedth Records end Information
Privacy Act 2002 we follow strict ndes and policies regarding
the secure storage of personal information in all formats in
order to protect your information from uneuthorized eccess,
loes or other mhisuss. To enable eppropriate health cere to be
provided 1o you, your persond information may be shared by
heglth orgenisetions, for insternce, betwesen & private servica
provider, the Local Heelth District end Cercer Institute NEW
erd other stete BreastScreen services. Unlese required

by laww, your consant will elweys be cbtained befons your
personal information is provided to any third parties outsids of
BreastSorean NSW.

The MEW Health Privecy Leaflet for Petients prowvides further
information. This is evailable from the MSW Health website
wevw hiealth.nsw.goveu or you cen esk the BreastSoreen
service steff for & copy.

Your rame and address is stored on the confidential
BreestSeresn NSW detabase so that BreastScresn MSW can
send your mammogram result and contect you for any other
falloww up if mesded. If you are aged B0 - ¥, the information

iz dlso used to remind you when your next scresning
memmagram is dus. BreastScresn MW needs the results

of any additional breast tests needed after your screening
mermrmagram, &s these results help complete our records and
detarmine when your next screaning mammogram is due.

Can | access my records?

o are entitled to request access to all parsonal infomrnation
including your health records held by BreastScresn MEW.
Marrnally you will be asked to apply for access in writing erd
provide identification. You rmay be charged a fes if you request
copies of your personal information or health recond. Requests
far eccess to inforrmation will be responded to as soon as
poesible, orin most cases no leter then 28 days.

If you believe the infarmation we hold ebout you is incomect or
en arror has been made, pleese let us kmow and we will comect
it or edd & notation toyour health record.

Requests for access to your hedth record should be addressed
to your local scresning ssrvica.

If you hawve & genaerd privecy enguiry or & complaint, please
COMtact:

The Frivecy Cfficer

Cencer Institute NEW

PO Box 41, Alexandria MSW 1436

Tal: (021 8374 BB0O

Ernail: informaticni@cencearinstitute ong.au

SLI0Z0HNS
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Heew does BroastSareen MSW uvse my soreening
records T

AreastEorean HEW Wil uss your ta-denttied mammogram
and other Fealth imormason for

& fraining purposes
& Toniinding and raporin L=l kg
sudnsn; H:h‘h.rgml-l-ndm ?ﬁ?‘

& [mgroving tha quality of BreastEcnean MEW'S servics ared
bramst cancar ouitomes

& conbibuting to biasst cancar eseach.

Ds-idenificgtion means that il identifying personal detals ars
ramdvad from tha Fealh imormation that 1s used

o evakaia and iImprove e afecivenass of the BrosstEcman
M5V Program, information held in the ErcastSorean NEW
databass s routinedy malched 1o other ralevant databases, sudh
a5 the MEW Cancer Aagistries.

If myy scregning episode results in 8 disgnosis of
cancaer, in what other ways is my information wsed?
Mozt women who have o mammogiam through BresstSomean
HEW will recaiva & nommmal nesal ketion. Loss than 10% of
wworman will ba @sked bo redom for further losts (Essessmant.
o=t waoeman (about 9 cut of 100 whio read assossman will ba
roassued that thay oo not have broast cancar.

H ang s veith canca, r razhng haalth service
:nﬂmmmnm wrdqlliunjtlllmru notiy your
carcor dagross o the MEW Canoor Aagising In scocordancs
with tha Public Health Aot 2000 RISV Tha NEW Cancor
Aogsly s r|-:-1pru'-'|-:hd'.'.rﬂ1 ary informrartion dicsctly feom
Hreastsorean M

Ey signing tha consant statamaent, | agres to tha Tollowing:

# 0 Fava @ SOIGENNYG Marmmogram

& That | uredersiarsd hat theie = & smal charca thal
SCIBANNG Mmamimagrapty might not find an sdstng m@Encor

& Tratl | hawo road his imlormason shaat, and tha
rfommation sheet for woman wsih mplants. |1 appopriato)

= Thal Brasstoracn HEW can wsa tha infomation | have
I:lru'.-rd-ad Iz contact ma for followw up, inclugkng instiatons
T My Nkt Soreaning

+ Trat BraastSoraen NEW c@an contact uu':ﬂ!:lrmﬂn':-
101 PIEvIoUs MaMITIRgrams 10 COmpers currant
MarmImograms

&  Thal BraastSoraen MEW man send the resuls of tha

SCIErIN M am oy Doctor if | complata tha
coniact cotads on the registration fom

« That BraastSoraen NEVW @n usa and stora my information
I the ways cutined in this ndormsiion shaat

Consant for women with a disability

Sormss veormen verih & prvgsical o intsliechusl disability ars wiling
bo undargo soreanireg, but may be uneibla 1o sign e monzent
saction. [t i important that @ weoman with & disabiliby s given
ree opportunity o make an infemmed deckson, 1o tha best

of har abilrty; akb=out having = m. I e
woiman i unabls to formaly indicals decision by

free porment sialemant, BregsESoreon MEVY S22 will b guided

hit veilingress to procead and obidzin @ signabure: from Far
?mmm m&prﬁmm“gwlhnrm-dhrm

resconds.

Information for Women with Breast Implants

Plagss snsurs you ead e iochwre "Information
for veoman with braast implanis” baloe you sign T
consent. Flassa nobe tho Tolosing:

- mmm IMagas o ba takan using

& tha breest rmplant may maka & moea difficuf 1o sea
possbés broast canoers

& minimal I= usad for wormnan veith
braast mmpmwum it i poessibls: that
OO SN MMy
0 Causs of worssn aising damage to mplants

0 Causa possiie dhangas in thashapa or foxura
of e rgast

& BrosstSoroan NS doas not sssess. tha condibon
ol mplaris. Fleass desouss any oorcam s about your

IMpiants wih your docio

Fleasn complala tha dotais bolovw or 2 labol here
Frm Name:

Tornama:

Dato of Bt

Fabam (0
b i

# That il | ragquim Turther traatment or tests clsowhera thal
relatos to this vist, BreasiSoroan MEW may oblan oopies
ol My resuits

& That | can vefthdrayy consant for a Sorosning mMamimagiam
= airy tima befors or duning tha procedune

# That | can request 1o b aaduded from tha program &t any
tima and wil i longar recave reminders o atand.

COMNSENT STATEMENT
I you have any questions, plegss @5k ona of tha siafl balora you sign.

 hawo rmad snd understand tha Information provided to me by BoastSoreen NSW. | kave had e spportnlty to sk
quostions and belng satisfiod with e responsas moalved, [ give my consent to hawing 2 Sooaning MG,

augne [ -

Page | 38

-

Ml
CEL

FECRERY 1 RRpE

St LR Ol - MESHYA D

N
L



*
._‘@_
g

Australian
Bureau of
Statistics

PRIVACY IMPACT ASSESSMENT

Using linked data to investigate the role of sociodemographic factors
in people with cancer in New South Wales

Appendix 10 — Documents consulted for PIA

Documents consulted include:

Overarching guidance on PIAs and APPs

Commonwealth Statistical Data Integration Risk Assessment Guidelines

Office of the Australian Information Commissioner, Australian Privacy Principles guidelines

Office of the Australian Information Commissioner, Guide to undertaking privacy impact assessments

Relevant legislation

Commonwealth

o Privacy Act 1988

o Census and Statistics Act 1905

o Australian Bureau of Statistics Act 1975

o National Cancer Screening Register Act 2016

Archives Act 1983

State
Health Administration Act 1982 (NSW)
Health Records and Information Privacy Act 2002 (NSW)
Health Administration Regulation 2015 (NSW)
Public Health Act 2010 (NSW)
Privacy and Personal Information Protection Act 1998 (NSW)
Cancer Institute (NSW) Act 2003
Privacy and Personal Information Protection Regulation 2019 (NSW)

o O O O O O

Office of the Australian Information Commissioner, Community Attitudes to Privacy Survey 2020

Australian Bureau of Statistics, A guide for using statistics for evidence based policy (2010).

Information on Institute data and processes

NSW Health data governance framework

NSW Health Privacy Manual for Health Information

NSW Health Privacy Management Plan

Research protocol used by the Institute for this linkage
BreastScreen NSW fact sheet

NSW Pap Test Register fact sheet

NSW Government Privacy Leaflet for Patients

Other PlAs:

Privacy Impact Update (PIA) for the Multi-Agency Data Integration Project (MADIP), MADIP, 2019.

2019 MADIP Consultation Report (for PIA Update), MADIP, 2019.

Independent Privacy Impact Assessment (PIA) for the Multi-Agency Data Integration Project (MADIP), MADIP,
2018.

Independent Privacy Impact Assessment (PIA) on the National Health Survey (NHS) Linkage Project, ABS,
2018.

Privacy Impact Assessment Report: Vulnerable and Disadvantaged Children Research Project, Minter Ellison,
2017.
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https://statistical-data-integration.govspace.gov.au/
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/
https://www.oaic.gov.au/privacy/guidance-and-advice/guide-to-undertaking-privacy-impact-assessments/
https://www.oaic.gov.au/assets/engage-with-us/research/acaps-2020/Australian-Community-Attitudes-to-Privacy-Survey-2020.pdf
https://www.abs.gov.au/ausstats/abs@.nsf/lookup/1500.0chapter22010
https://www1.health.nsw.gov.au/pds/ActivePDSDocuments/GL2019_002.pdf
https://www.health.nsw.gov.au/policies/manuals/Documents/privacy-manual-for-health-information.pdf
https://www1.health.nsw.gov.au/pds/ActivePDSDocuments/PD2015_036.pdf
https://www.breastscreen.nsw.gov.au/resources/
http://www.cancerscreening.gov.au/internet/screening/publishing.nsf/Content/resources-menu
https://www.health.nsw.gov.au/patients/privacy/Pages/privacy-leaflet-for-patients.aspx
https://www.abs.gov.au/websitedbs/D3310114.nsf/4a256353001af3ed4b2562bb00121564/9099c77cb979d558ca258198001b27a0/$FILE/2019%20MADIP%20PIA%20Update%20-%20PIA%20Report.pdf
https://www.abs.gov.au/websitedbs/d3310114.nsf/0/9c4ba5a3db3c06afca2581f000237b62/$FILE/2019%20MADIP%20PIA%20Update%20-%20Consultation%20Report.pdf
https://www.abs.gov.au/websitedbs/d3310114.nsf/0/9099c77cb979d558ca258198001b27a0/$FILE/MADIP%20iPIA_2018.pdf
https://www.abs.gov.au/websitedbs/d3310114.nsf/0/9099c77cb979d558ca258198001b27a0/$FILE/Linkage%20of%20National%20Health%20Survey%20with%20MADIP.pdf
https://www.abs.gov.au/websitedbs/d3310114.nsf/0/9099c77cb979d558ca258198001b27a0/$FILE/VDC%20PIA.pdf
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Appendix 11 — Stakeholders consulted for this project
Organisations

Australian Bureau of Statistics (Health Statistics, Data Integration, Policy and Legislation areas)
Cancer Institute of NSW

NSW Population and Health Services Research Ethics Committee (PHSREC)

Aboriginal Health and Medical Research Council of NSW Human Research Committee (AH&MRC)
NSW Ministry of Health

Commonwealth Department of Health

Privcore
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https://www.abs.gov.au/
https://www.cancer.nsw.gov.au/
https://www.cancer.nsw.gov.au/data-research/research-ethics
https://www.ahmrc.org.au/ethics/
https://www.health.nsw.gov.au/about/ministry/Pages/default.aspx
https://www.health.gov.au/
https://www.privcore.com/

